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Welcome to this manual!
This manual can be read cover-to-cover, but it is also arranged so that it is an effective reference of
Syspeace.

This manual will cover, in order:

e Syspeace’s footprint

e Prerequisites

e |Installation

e Syspeace’s basis of operation

e Syspeace’s licensing

e Remote Status and deploying Syspeace
e Configuring Syspeace after installation
e Syspeace Settings

e Troubleshooting

e How to contact us

Footprint
By default, Syspeace is installed inside the folder C:\Program Files\Treetop\Syspeace.

Shortcut icons to the Syspeace application are placed on the desktop and inside the Start menu’s
Program folder.

The Windows Service “SyspeaceService” is created on first start of application and removed when
Syspeace is removed from the system.

No files are placed in any other folders/places than mentioned above.
The event log “Syspeacelog” is created and viewable through the standard Windows Event Viewer.
The registry is not used to keep settings. To accomplish some tasks, the registry is used transiently.

Settings and operational data are maintained in databases in the Syspeace folder and are kept even
when Syspeace is uninstalled.
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Prerequisites
There are a number of prerequisites that have to be in place in order for Syspeace to work.

System requirements

Syspeace requires a 32-bit or 64-bit version of Windows Server 2003, Windows Server 2008, Windows
Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, Windows Server 2016 or Windows
Server 2019. Syspeace is not available for Itanium or ARM. Syspeace does not run on Server Core or
Nano Server.

Syspeace requires 1GB of free disk space and a minimum of 500 MB RAM.
Syspeace for Windows Server 2003 requires the special Windows Server 2003 version of Syspeace.

Windows login detection prerequisites

For Windows login attempt detection, Syspeace requires auditing for failed login and successful login to
be enabled in the local security policy or in the group policy for the domain. If this is not properly set up,
the Syspeace client will attempt to detect this state and warn when starting the Syspeace service.

To set this up in the local security policy:

1 Local Security Policy — O >

Eile  Action View Help
o | 2F XE = HE

B Security Settings ~ || Policy Security Setting
A Account Policies

= | ocal Polici I_j::],ﬂxuditaccnuntlcugun events Failure
v A _?c:‘ dc.ntl;lels_, | Audit account managerment Mo auditing
udit Poli . : "
a - | Audit directory service access Mo auditing

4 User Rights Assignment

= . . dit logon events Success, Failure
n, Security Options

| Windows Firewall with Advanced ¢ Audit object access No auditing
| Metwork List Manager Policies | Audit policy change No auditing
“| Public Key Policies | Audit privilege use Mo auditing
“| Software Restriction Policies | Audit process tracking Mo auditing
| Application Control Policies w | Audit system events No auditing
< >

1. Open the Control Panel.

2. Open Administrative Tools.

3. Open Local Security Policy.

4. Inthe tree to the left, select Security Settings - Local Policies -> Audit Policy.

5. Inthe list to the right, double click Audit logon events.

6. Check the Success and Failure checkboxes.
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To set this up in a group security policy, edit the domain policy using Active Directory Users and
Computers and follow the steps above starting at step 4.

SQL Server login detection prerequisites

For SQL Server login attempt detection, Syspeace requires auditing for failed login and successful login
to be enabled in SQL Server. Note that Syspeace must be installed on the database server itself. To set
this up:

1. Open SQL Server Management Studio and connect to the database with a user that has
administrative privileges.

2. In Object Explorer or the Object Explorer Details tab, right-click the database server (the node
that has SQL Server version information) and select Properties.

3. Select the Security page in the page list to the left.

4. Under Login auditing, select Both failed and successful logins.

5. Click OK.

Manual configuration of SQL Server login detection after installation
SQL Server login detection is not enabled out of the box.

Under very common scenarios in hosting or hosting-like environments, many different users have access
to a shared database server from a shared web hosting server. Blocking an entire shared web hosting
server would also shut out access for other customers. Since Syspeace cannot validate that it is not
being used in this sort of scenarios and since these scenarios are prevalent, Syspeace has to be
configured manually after installation.
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Enabling Remote Desktop/Terminal Services detection
Remote Desktop/Terminal Services login detection may require enabling an extra setting.

Failures and successes in Remote Desktop/Terminal Services sessions are picked up using the same log
as the Windows login detector. In Windows Server 2003 and 2016, this works without issue.

In Windows Server 2008, 2008 R2, 2012 and 2012 R2, when using Negotiate/SSL/TLS security (and not
the so-called RDP Security Layer), the IP address is missing. Syspeace can use other strategies to fill in
the IP address.

RDP event log
helps partially

Traffic-based
IP detection helps

Detection solely with
Windows login event log

Windows Server version

Any, using RDP Security Layer °
Windows Server 2003 °

Windows Server 2008/2008 R2

Windows Server 2012/2012 R2 ° °
Windows Server 2016 and later °

For Windows Server 2008 through 2012 R2, traffic-based IP detection can be used to detect the IP
address from a combination of packet metadata and traffic patterns. To enable this, turn on the setting

For Windows Server 2012 and 2012 R2, Syspeace can pick up events logged to a separate RDP event log
to partially fill in login failures without enabling traffic-based IP detection. This approach catches all login
failures that are logged to the RDP event log (not all login failures will generate such an event), but no
successful logins since there is not enough information to correctly associate them with an IP address. If
the setting mentioned above is not enabled, this approach is used instead.
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Firewall

Syspeace can work with the Windows Firewall with Advanced Security (for Windows Server 2008 and
later) or the IP Security Policy, a Windows component that can also block network traffic. Syspeace uses
one of the two as its blocking provider. By default, Syspeace uses the blocking provider Automatic,
which attempts to use the Windows Firewall but falls back to IP Security Policy if it is not available.

Windows Server 2008 and later
The built-in firewall in Windows — Windows Firewall with Advanced Security — must be running for the
current network profile.

@ Windows Firewall with Advanced Security — O ht

File  Action View Help
= |

 RUNEEEAEE TV WENI] Windows Firewall with Advanced Security on Local Computer Actions

B3 Inbound Rules * | Windows Firewall with Advance... &

Outbound Rules
#% Connection Security Rules | Import Policy...

"é, Meonitering =] Export Policy...

ﬁ Windows Firewall with Advanced Security provides network sect

Overview Restore Default Policy
Domain Profile is Active Diagnose / Repair

'@' Windows Firewall is on.

View »
Q Inbound connections that do not match a rule are blocked.
- | Refresh
'@' Outbound connections that do not match a nule are allowed.
[Z] Properties
Private Profile
Help

@ Viindows Firewall is on.
Q Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Public Profile

& Windows Firewall is on. w

If the Windows Firewall is managed by a third-party software, as shown below, this third-party software
is free to ignore Syspeace’s rules.

Chverview -

@ These settings are being managed by vendor application ESET Endpaint Security

Syspeace will attempt to detect this situation, warn and, if using the Automatic Blocking provider
setting, fall back to IP Security Policy.
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Windows Server 2003

Due to limitations in the version of the Windows Firewall present in Windows Server 2003, Syspeace
uses the IP Security Policy to implement blocking in Windows Server 2003. The IP Security Policy
subsystem must be running. Additionally, no other IP Security Policy must be assigned locally or through
an Active Directory group policy.

To verify this:

Run “mmc” to open an empty instance of Microsoft Management Console.
Go to File - Add/Remove Snap-in...

Click Add...

Select IP Security Policy Management and click Add.

vk wnNE

In the Select Computer or Domain wizard, make sure Local computer is selected and then click
Finish.

Click Close and OK to get back to the Console Root window.

Select IP Security Policies on Local Computer in the tree to the left.

From the View menu, make sure Detail is selected.

o N

If a policy named $SYSPEACE$policy is “assigned” (its icon has a green checkmark badge and

the Policy Assigned column says “Yes”), Syspeace is already set-up.

10. If any other policy is assigned, you must first right-click and “un-assign” the policy for Syspeace
to be able to work.

11. If a policy says “Policy is assigned, but it is being overridden by Active Directory-assigned

policy.”, you must first ensure that the group policy assigning the IP Security Policy is made not

to apply to this computer.

A note about changing the IP Security Policy

As always, follow your organization’s IT policy and exercise common sense. Please consult with your
system administrator to make changes in the group policy or before you un-assign a local IP Security
policy. If a local policy has to exist, the rules and filters can be added alongside Syspeace’s rules and
filters inside the $SYSPEACE$policy, as long as these rules and filters do not clash with the $SYSPEACE$
prefix naming convention.
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Installation

1. Download the Syspeace zip archive from the Syspeace website and unpack the two files
Setup.exe and Syspeace.msi.

2. Double-click “Setup.exe” (which may show as just “Setup”) to start the installation.
Syspeace Setup may need to install a number of dependencies before starting the Syspeace
Setup Wizard. These dependencies include the Visual C++ 9.0 Redistributable, Microsoft .NET
Framework 4.0 and Windows Imaging Component. If Syspeace Setup needs to install Microsoft
.NET Framework 4.0 (common among Windows Server 2003 users), you may need to reboot your
server before continuing installation.

4. Follow the Syspeace Setup Wizard to its conclusion to install Syspeace. For a detailed step-by-
network drive is not supported.

5. After installing Syspeace, please launch it from the desktop or from the Start menu.

6. If you have used previous versions of Syspeace, your settings may need to be migrated. This will
happen automatically and may take a few minutes.

How Syspeace works

Before we get to the settings, it may be useful to know how Syspeace works. Syspeace works by
watching for evidence of intrusion attempts or attacks in various ways and then blocking the offending
IP addresses.

Detectors
Syspeace has three built-in detectors: Windows login, Exchange SMTP Connector and SQL Server login.

The Windows login detector checks for Windows authentication attempts. This can be an attempt to log
into a computer using Remote Desktop, an attempt to mount a shared folder or an attempt to log into
Outlook Web Access or Exchange using a domain account.

The Exchange SMTP Connector detector checks for login failures in the Exchange SMTP Connector.
The SQL Server login detector checks for login failures in SQL Server.

Additional detectors checking for login failures in additional places can be added to Syspeace by
installing detector providers. For more information, see “Detector Provider API/SDK” on the Syspeace
web site.
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Each detector works similarly: based on accumulated evidence of login failures, the offending IP address
is blocked for an amount of time.! But what decides which IP address and for how long?

Rules

Each detector has a rule system. A rule determines how many login failures are required to happen in
which time period for a ban of certain duration to be issued. Additionally, the rule can be narrowed
down to certain conditions. For example, a login attempt on a domain which does not exist is far less
likely to be legitimate and may be punished more strictly.

Rules in action

Rules, in order of priority Require two intrusion attempts in a short
period of time; blocks for 1 day.

Require three intrusion attempts in a longer
period of time; blocks for 5 hours.

Single intrusion attempt

Intrusions & Earlier Time Later >
From 1.2.3.4 v x v
From 2.3.4.5 » » »
From 3.4.5.6 S

In the example above, the attacks from 1.2.3.4 are matched by both the short rule and the long rule,
while the attacks from 2.3.4.5 are only matched by the long rule. 1.2.3.4 will be blocked for a day since
the short rule is higher priority than the long rule, starting from the last of the detected intrusions.
2.3.4.5 will be blocked for five hours. 3.4.5.6 is only matched by the short rule and will be blocked for a
day.

Geographical blocking

Syspeace can also take the IP address’s country? into consideration and trigger an automatic block when
a login attempt is detected by one of the detectors. Syspeace uses country rules to determine which
countries to block.

! Please note that on Windows Server 2003, the event log — the source of most detector information — has a
latency of up to six seconds. This may introduce a brief delay in detecting attempts.

2 Syspeace uses the geographical IP lookup database Geolite2 from MaxMind, Inc. Geographical matching is
subject to the accuracy of the underlying database. Known authoritative data can be entered into the "GeolP data
overrides" settings pane. Syspeace uses geographical names from the Unicode Common Locale Data Repository,
which in turn uses territory containment information from the UN Statistics Division M49 standard.
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Country rules are very similar to detector rules (see above). Each country rule describes which countries
should be blocked, whether the block should happen on any kind of login attempt or only failed login
attempts and for how long the block should last. One country rule can also be set to be an inverse rule,
where the countries that should not be blocked are listed, and all other countries are blocked. Like
detector rules, country rules are evaluated in order of priority and the highest priority rule is followed.

Other kinds of incoming network traffic from a country with a country rule will not trigger a country rule.
However, if the country rule has been triggered, all network traffic from the blocked IP address is
stopped.

Blacklists
Repeated culprits may be blocked persistently by adding their IP addresses to the local blacklist. These IP
addresses will be blocked by Syspeace as long as they’re on the local blacklist.

There is also a global blacklist. Every time an IP address is ordinarily blocked by Syspeace, this is
reported to a Syspeace server. (No personally identifying information is sent to Syspeace.) When the
Syspeace server knows that a particular IP address has been blocked by many Syspeace installations,
Syspeace adds the IP address to the global blacklist. This global blacklist is distributed to all paying
Syspeace users and you may opt to follow the global blacklist, thus automatically blocking these IP
addresses even before you get hit.

Since attackers come and go, IP addresses change owners regularly and space is limited, the global
blacklist rules are transient. The global blacklist is intended to protect against current attacks, so global
blacklist entries expire within a few days to make room for new entries.

Whitelist

Syspeace also has a whitelist. You can enter IP addresses that should never be blocked into the whitelist.
Even if an IP address is explicitly blocked in a global or local blacklist, including if it is contained in an IP
range, it will be excused if it is whitelisted.

The loopback address 127.0.0.1 and every local IP address in every available network interface is
automatically whitelisted. However, other computers within the same local network range/subnet are
not.

Rule matching database

To speed up the work of the rule matching engine, Syspeace pre-calculates and keeps some information
about login attempts in a database. This database will need to be set up with current data when
upgrading from a pre-3.1 version of Syspeace, and the database may need to be optimized from time to
time or be updated as rules are changed. When this happens, an indicator is shown in the main window
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Syspeace licensing
Syspeace requires every server it runs on to be licensed. To use Syspeace, you must register a Syspeace
account with your email address and a password.

Once your account has been set up, you will receive a license key, which will not change as long as you
keep the same account. One or more individual licenses may be associated with your account, giving
one or more servers the right to run Syspeace during a period of time. Licenses are purchased from your
reseller or the Syspeace Licenses site.

One account... ...can contain many and different licenses

CAccount  Liemse ______ lcemse
syspeacecustomer@example.org | 4 servers 2 servers
License key: XABC From 2020-09-01 to 2020-12-31 From 2021-01-01 to 2021-12-31

When you give Syspeace your license key, you are telling it from which account it should attempt to find
a license for the server. (For this reason, you should keep your license key private, or risk other Syspeace
users using your license key and depleting your licenses.) Syspeace will continuously attempt to “check
out” the right to use a license for the server. This means that you will not need to reconfigure Syspeace
with a new license key after purchasing licenses.

One license... ...can be used by many servers
_ License right License right

4 servers Server: SERVER-EMAIL Server: SERVER-WEB

From 2020-09-01 to 2020-12-31 From 2020-09-01 to 2020-09-04 From 2020-09-01 to 2020-09-04

As license rights are only checked out for a brief period of time and not the duration of the entire
license, you may swap servers during the license duration — the license is “floating”. You can manually
revoke a license right to free it up for another server by logging into the Syspeace Licenses site at
https://license.syspeace.com/ with your Syspeace account.

If Syspeace at any point is unable to find a current license, the server gets a 30 day trial and grace
period. Once this period is over, Syspeace will stop. If the correct report has been set up, Syspeace will
warn in the days before license expiration.

Current information about the license status of a particular server is always visible in the Syspeace
client’s status bar. Information about all licenses in an account is available from the Syspeace Licenses
site.
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Remote Status
Remote Status is a way to view the status of one or more Syspeace services with another application
called Syspeace Remote Status Console. For this to work, Syspeace needs to report its current status.

capabilities.

Remote Status information is sent to a Relay server, a server which relays information from Syspeace
services to any currently running Consoles. The information is encrypted and not visible to the host of
the server. By default, this server is a common server hosted by Treetop Innovation AB, the makers of
Syspeace. Remote Status supports using another Relay server than the default server. Please contact
Syspeace support for information about setting up your own Relay server.

For more information about Remote Status, see these separate documents, available on the Syspeace
web site:

O Getting Started with Remote Status for information about using Remote Status.
O Syspeace Remote Status Architecture for detailed technical information (not required to use
Remote Status).

Deploying Syspeace

Syspeace can be automatically and remotely deployed by using a deployment tool to run the .msi
Windows Installer package. Combined with settings files, Syspeace can be deployed and configured
without manual intervention.

For more information and detailed instructions, see:

O The separate Deploying Syspeace document, available on the Syspeace web site.
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Configure Syspeace
Before using Syspeace, you will need to configure it.

Licensing and the Welcome window

Syspeace needs an appropriate license to run on a server. These licenses are purchased online and
grouped together in an account with a common license key. (The license key itself does not confer one
or more licenses; it is just a way to specify a Syspeace account which may have active licenses.) Every
new server gets a free 30 day trial.

=" Welcome — ot

Welcome to Syspeace!

o Create a new Syspeace account and receive a license key sent to your email.

| Create new Syspeace account

If you already have a license key, enter it here:

Use license key Have you lost your license key?

The welcome screen lets you create a Syspeace account or enter a license key.

Using an existing account and license key

Locate your account’s license key. You may click the Have you lost your license key? link to have it sent
to your Syspeace account email. When you have your license key, paste it or enter it manually into the
text box and click Use license key to continue.

Registering a new account and license key
Push the Create new Syspeace account button. Fill out the form with the appropriate details, then click
Register account.

The Name field should be filled out with your company name or your own name, as is appropriate.

The license key will be sent to the email address you enter.

The password will be used, along with the email address, to log in to the Syspeace Licenses web. It must
be at least six characters long.

All fields are required. Your email address cannot be re-used for another Syspeace account.
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@‘ Register new account — >

=N Register a new Syspeace account

o A license key will be sent to the email address. Any licenses purchased with this Syspeace
account will be available to all Syspeace installations using the license key.
Mame: .IE';CI'T'IE_. Inc.

Enter a company Name or a person name.

Email address: |wile.e.coyote@humorous.example

[werify) wile.e.coyote@humorous.example

Pazsword: esssses
[uerify] [ TTTTTT]
Use a password at least 6 characters long.

| consent to the storing of the provided information
for account and license management purposes

For more information, see https://syspeace.com,/gdpr/

| Register account |

You must also check the checkbox to consent to the storing of the provided information for account and
license management purposes. For more information, see https://syspeace.com/gdpr/.

Receiving the license key
After registering, you will receive an email message with the license key. Enter this into the text box in
the welcome window and push Use license key.
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Main window
When the license key has been activated, the main window will appear. The main window shows a few
important pieces of information.

(&' Syspeace - O =
@ Syspeace is @ active Stop | | Settings... | | Help = |

List options - 17 blocks

@ — ' €3 Russia

@ — Expires when removed from

® . global blacklist

@ _ Globally blacklisted

® _ | Add to local blacklist |

® - Add to whitelist

& — \

License trial/grace period until: 2018-12-22 Buy a Syspeace license

The main window and the Settings window reachable from the Settings button make up the visible part
of Syspeace, the Syspeace client. This is where you observe the current status and make changes to the
configuration.

The other part of Syspeace is a service that continuously runs in the background. This part is the one
that actually detects attacks and intrusion attempts. It needs to be running for Syspeace to work.

After configuring Syspeace the first time, the service will start automatically. However, if the service is
stopped manually, you must start Syspeace from the main window by pushing Start or from the Services
control panel.

When Syspeace is active, the Start button changes to a Stop button. Exiting the Syspeace client will not
stop the service and stopping the service will not exit the client.

The first time you start Syspeace up, it will immediately add blocks from the Global blacklist. For more

The current Syspeace status is visible to the left of the Start/Stop button.

Syspeace status What it means \
Inactive The Syspeace service is not running. Syspeace is not protecting your server.
Starting up The Syspeace service is running and is getting ready.

Active The Syspeace service is running and protecting your server.
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Help, including this manual and the About box, is reachable from the Help button.

When Syspeace blocks an IP address or when it is blocked due to its inclusion in the Global blacklist or
your own Local blacklist, it will appear in the list in the main window. Syspeace’s blocks will always show
up, but you can hide blacklist-based blocks or Country rule blocks using the menu List options above the
list. Select an IP address to see more information or to add to a whitelist or blacklist, remove a blacklist
block from the blacklist or forgive a block.

If Syspeace is busy updating the rule matching database, the “Updating rule matching database” link will
be shown above the list to indicate this.

License information is shown in the status bar at the bottom of the window.

License trial/grace period until: 2018-12-22 Buy a Syspeace license

You may click the link to navigate to the Syspeace Licenses site to purchase licenses.

Main window notices
The main window may show two notices in the area to the left of the Stop button.

Notice What it means

Dry run Syspeace is currently set to use the blocking provider “Dry run”, which runs
Syspeace as usual except for setting the blocks in a firewall. This is meant for
evaluating what Syspeace would block, and the notice is to remind you to not
leave it on.

RDP IP Syspeace is running on a version of Windows Server where you could benefit
from turning on enhanced detection of Remote Desktop/Terminal Services
login failures. If this is not necessary, this notice can be hidden.

IP links
In many places across Syspeace where an IP is presented, it is shown in green text with a dashed

to/remove from the local blacklist and add to the whitelist.
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Using a settings file to configure Syspeace
Syspeace can use a settings file to configure settings and which Syspeace license to use. To produce the

Using the settings file
The following steps all require a defaultSettings.syspeaceSettings file produced by the Export Settings

pane.
To use the settings file to configure initial settings and/or set a license key:

e To adopt the license key, Syspeace must not have a current license (the Welcome window
shows up when it starts). Syspeace must either be...
o ..freshly installed and not have a license yet, or
o ..the Reset license button in the License settings pane must just have been used.
1. Install Syspeace, if needed.
Exit Syspeace if it is running.
Place the defaultSettings.syspeaceSettings file in the folder Syspeace was installed into (by
default C:\Program Files\Treetop\Syspeace).
Start the Syspeace client (not the service).
5. Syspeace will automatically be configured to use the license key.
6. Syspeace will adopt the settings in the settings file.

To use the settings file to reconfigure settings:

Stop the Syspeace service using the Stop button.
Place the defaultSettings.syspeaceSettings file in the folder Syspeace was installed into (by
default C:\Program Files\Treetop\Syspeace).

3. Start Syspeace using the Start button.

4. Syspeace will adopt the settings in the settings file.

= Syspeace will not change to the license key contained in the settings file.

If settings are changed manually after the settings file is applied, the changes will persist. If a new
settings file is provided, the settings will be reset to the settings in the new settings file.

Syspeace settings
The left side of the Settings window consists of a list of panels. Each panel has one or more settings that
can be tweaked in order to specify the behavior of the service.

Some panels have colored badges with numbers in them. The dark badges signal how many rules are
currently enabled; if there are no rules (0), the protection is currently not in effect and the badge is gray.
The bright badges signal the number of entries in an IP list, or how many blocks are in effect. If a panel
name is struck through (like-se), it is not supported on the current Windows Server version.
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Rules —» General

Settings that apply to all rules

Reset on success

Resetting the fail count when a user logs in helps ensure that trusted users are not unnecessarily blocked by
Syspeace.

[] Coalesce repetitive Windows network login success entries

Coalescing tells Syspeace to not record every successful Windows login with login type "3 - Network”, Ordinary file
server activity can cause abundant entries to be logged (one per every file server command) and they don't add
anything to Syspeace's analysis. If coalescing is turned on, entries with the same username and IP address as a
previous entry within the past five minutes will be suppressed, unless another type of entry for the username and P
address has appeared since that entry.

Cancel | | Save

Rule matching database: Mo current activity

The Reset on success setting changes how rule matching works. If an IP address with failed logins makes
a successful login, the failed logins are stricken from the record as if the failed logins were never
attempted.

The Coalesce repetitive Windows network login success entries setting filters out repetitive "success"
login entries issued by file servers on every file operation. Enable this if there are a lot of successful
logins when users browse the file shares on this server.

The Traffic-based Remote Desktop/Terminal Services IP detection setting turns on enhanced detection
to make sure the IP address is recorded for Remote Desktop/Terminal Services login failures. This
detection affects network throughput and should not be enabled if the server does not host Remote
Desktop/Terminal Services traffic. It requires the port used for RDP to be correctly configured in the RDP
port field. If this setting is available but not enabled, Syspeace shows a notice in the main window. If it
does not need to be enabled, you can check the Don’t show checkbox to acknowledge and hide the
notice.

This setting is only available on Windows Server 2008, 2008 R2, 2012 or 2012 R2. For more
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Rules — Detectors

Additional detectors loaded to provide login attempt information.

Detector provider settings

Detector providers contain new detectors covering new socurces of login attempt information. For more information
about development and installation, see the Syspeace web site.

[ ] Use additional reporting token for reporting detectors
Reporting token: Generate random token

Some detector providers collect observation/login attempt information themselves and some accept it from
other sources. For example, the Syspeace Web Detector, available separately, accepts information from
reporter modules installed into web sites. Enabling the reporting token requires the reporter modules to
provide the token above for better security in shared-host scenarios,

Cancel Save

Detector loading failures

The Detectors panel lists the additional detectors loaded by Syspeace from detector providers, beyond
the built-in detectors. For more information about detector providers, please see the Syspeace web site.

Logs from the detector providers, as well as logs regarding failures loading a detector, are shown in the
bottom half of this panel.

Detector providers may require cooperation with “reporters” installed into other software to receive
information about login attempts. If other unrelated software is running on the same server, it would be
able to report incorrect information through the same channel. A reporting token may be enabled and
required of the reporters by checking the box Use additional reporting token for reporting detectors
and filling out the Reporting token text field, or clicking the Generate random token button. Login
attempt information reported with an incorrect reporting token will be silently ignored.
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Rules — Rules settings panels for detectors

Manage the rules that determine when failed attempts from Windows login will result in lockouts

Saved rules Name: |Catch All Login Enabiled
| Catch All Login |
) Scope
Mew login rule
Accounts: Logon types: Reference

Interactive (2]

Metwork (3)

Batch (4]

Service (3]

[] Lnlack (7 )

Active Directory/Windows Dormains:

Failure window

Block after 5| failures
within 0| days 0 hours 30| minutes

Lockout duration

Up Down 0| days 2| hours 0| minutes

Cancel | | Save |

One panel appears for every detector available. If detector providers load additional detectors besides
the detectors built into Syspeace, every built-in detector will have a small Syspeace logo next to it in the
settings panel list for identification.

By default, a “Catch All Login” rule will block intruders that fail to log in after a small number of attempts
within a short amount of time and block them for two hours. (The exact settings will depend on the
detector.) This rule is not a special rule and may be deleted or changed like any other rule. Note that if
all rules are removed, Syspeace will no longer offer any protection, since there is nothing left to define
when to start blocking an intruder and for how long.

To edit a rule, select it in the Saved rules list to the left. Then change the properties of the rule to the
right and click Save. To discard changes made to the rule, click Cancel.

The following properties are available:

Property Description Default value

Name The rule’s name. Nothing

Enabled Whether the rule is enabled. Yes

Failure window How many failures to require within what period of 5 failures within
time. 30 minutes

Lockout duration For how long to block the intruder. 2 hours
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Directory/Windows
Domains

domains to match. (Separate many domain names with
commas.)

Scope Options for Windows login rules

Accounts If not empty, the login names of one or more Windows  Empty
accounts to match. (Separate many names with
commas.)
For example: “Administrator,Economy”

Active If not empty, the names of one or more Windows Empty

or SQL Server accounts to match. (Separate many
names with commas.)
For example: “Administrator,Economy”

Logon types The login method used. Click the adjacent Reference All logon types
link to see an explanation.

Scope Options for Exchange SMTP rules

Limit to receive If not empty, the names of the SMTP connectors to No connectors

connectors match. Add connectors with the text field and the Add
button. Remove connectors with the Remove button.

Scope Options for SQL Server rules

Accounts If not empty, the login names of one or more Windows  Empty

Rules are evaluated from top to bottom. The first rule to match will determine the lockout duration.

Rules can be reordered by selecting one rule and using the Up and Down buttons.

To delete a rule, select the rule and use the Delete button.

To create a new rule, select the New login rule row in the Saved rules list and edit the rule as usual.
Click Save to finish creating the rule.

The Exchange SMTP detector
Running an Exchange server, you might have Connectors that enable relaying. With this enabled, you

must certainly require an account for the SMTP connection so that the applications that need to send

mail have to log in.

As is the case with Windows authentication, others may try to gain access to the connector to send

email. Syspeace offers similar protections. Support for Exchange SMTP connectors is unavailable in

Windows Server 2003.

The SQL Server detector
SQL Server login failures can be detected just like Windows login failures.

A default “catch all” rule is created during installation but is disabled. Out of the box, SQL Server login

support by creating a rule manually or enabling the default rule.

Page 24 of 53


http://technet.microsoft.com/en-us/library/cc787567%28v=ws.10%29.aspx
http://technet.microsoft.com/en-us/library/cc787567%28v=ws.10%29.aspx

Syspeace manual Syspeace v3.1.5

Rules — Country rules

Immediately block IP addresses within certain countries or regions when a failed {or any) login attempt is detected

saved rules Marne: | Block Sweden Enabled  Creating new rule
+| Block Swed
ock Sweden e
Block countries that | are  arenot| picked Invert
Awvailable countries: Picked countries:
[+ Asia 4 Europe 1
4 Europe 1 > 4 Northern Europe 1
[* Eastern Europe im Sweden
4 Northern Europe 1 4

wm Denmark

One country picked Filter:

Block on: ) Only failed login attempts (@ All login attempts
Lockout duration

Up Down Delete 0| days 10| hours 0| minutes

Cancel | | Save |

These rules govern Syspeace’s geographical blocking. If a rule includes a country, users determined to be
from that country will be blocked as soon as soon a failed or successful login attempt is detected. (For

To edit a rule, select it in the Saved rules list to the left. Then change the properties of the rule to the
right and click Save. To discard changes made to the rule, click Cancel.

A rule can be inclusive (block the countries listed) or exclusive (block every country not listed). Use the
mode button to choose between “Block countries that are picked” (inclusive) or “Block countries that
are not picked” (exclusive). Only one exclusive rule is allowed at any given time since the consequence
of two exclusive rules that are not identical is to block all countries.

Using the lists Available countries and Picked countries, pick the countries to include in the rule. To pick

a country, select it in Available countries and use the » button to transfer it to the Picked countries
list.

Both lists can be shown as flat lists, grouped by continents or grouped by continents and subgroups (the
default). Change this mode by using the mode button below the Picked countries list. In any mode with
groups, a grey badge to the right of a group name shows how many countries contained in the group are
picked. The badge is progressively filled towards the right with a darker grey as more and more
countries are picked.
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Use the Filter text box to filter both lists to more easily find a country.
Use the Invert button, if necessary, to pick every country that isn’t currently picked, and vice versa.

Apart from the list of countries and the rule mode, the following properties are available:

Property Description Default value \
Name The rule’s name. Nothing
Enabled Whether the rule is enabled. Yes
Block on Whether to block immediately on any kind of login Only failed
attempt or only failed login attempts.
Lockout duration For how long to block the intruder. 2 hours

Rules are evaluated from top to bottom. The first rule to match will determine the lockout duration.
Rules can be reordered by selecting one rule and using the Up and Down buttons.

To delete a rule, select the rule and use the Delete button.

To create a new rule, select the New rule row in the Saved rules list and edit the rule as usual. Click Save
to finish creating the rule.
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IP lists
The local blacklist and local whitelist accept these IP address/range syntaxes:

VELED Example Contains \

Single IP address 1.2.34 The single IP address 1.2.3.4.

IP range 1.2.3.4-1.2.3.80 Every IP address in-between 1.2.3.4 and 1.2.3.80
inclusive.

Backwards ranges (2.2.2.2-1.1.1.1) are not valid
since they may be indicative of typing errors. They
can be entered by simply placing the numerically
larger IP address last.

IP mask, CIDR notation 1.2.3.0/24 Every IP address with the first 24 bits equal to the
first 24 bits of 1.2.3.0 (1.2.3.0-1.2.3.255)

IP address import text format
This format is used to import into the local blacklist.

= One IP address/range (with the above syntax) per line.
= Optionally, at the end of each line, a separator followed by a description of the address/range.
o The separator may be either:
= atab
= asemicolon “}”
= acomma®“”s
=  oraspace.
o The separator must be the same for all lines.

= Lines that are empty, contain only whitespace or start with a “#” are ignored.
For example:

# blacklist for import
# updated 2020-..-..

1.2.3.4

2.2.2.2-2.2.2.8;Range
2.4.8.16/28;CIDR range
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IP lists — Local Blacklist

IP addresses in this list will always be blocked by the firewall

IP address: (Use an IP address, IP range or a CIDR mask.)

Description: = Add

Local blacklist

Rename Copy Delete

Every IP address entered in the local blacklist will be blocked indefinitely. (For more information, see

Enter an IP address or range, add a description if necessary and click Add to add it to the blacklist.

Select an IP address or range in the list and click Delete to remove it from the blacklist, or click Rename
to change its description.

Exporting from the local blacklist by copying

the Paste button.
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IP lists — Local Whitelist

IP addresses in this list will never be automatically blocked in the firewall

IP address: || | {Use an IP address, IP range or a CIDR mask.)

Description: = Add
Local whitelist

10.1.41.150 Trusted internal server

Rename Delete
Local machine IP addresses automatically whitelisted:

127.0.0.1 Loocpback address
10141115 Ethernet (Microsoft Hyper-V Metwork Adapter)

Every IP address entered in the local whitelist will be exempt from blocks, even from being in a blacklist.

Enter an IP address or range, add a description if necessary and click Add to add it to the whitelist.

Select an IP address or range in the list and click Delete to remove it from the whitelist, or click Rename
to change its description.

The loopback/local machine IP addresses for every active network interface will be whitelisted at all
times. They are listed in the Local machine IP addresses automatically whitelisted list along with the
corresponding network interface.
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IP lists — Global Blacklist

Follow the Global Blacklist to preemptively block known attackers from other Syspeace users

Global Blacklist
The Global Blacklist is a compilation of the IP addresses that are responsible for the highest number of unauthorized
legin atternpts reported by Syspeace clients world-wide,
Learn maore...
Maximurmn age (in days) of Global Blacklist itermns: 7
IP address Score Hostname Location Blocks Customers Computers Last updated
6367 5112 | &7 17 11/23/2018 3:2%:36 AM -
5324 3769 | 90 131 11/23/2018 3:2%:35 AM
5187 3387 105 150 11/23/2018 3:2%:35 AM
5945 4045 109 162 11/23/2018 3:2%:35 AM
5169 3214 1M 169 11/23/2018 3:2%:35 AM
5518 3573 1M1 167 11/23/2018 3:2%:35 AM
5310 3335 m2 171 11/23/2018 3:29:35 AM =
Cancel | | Save

The Global Blacklist is maintained by Syspeace servers and tracks the most common, widespread or
insistent recent attackers across every Syspeace installation worldwide. When an IP address enters the
Global Blacklist, it will preemptively be blocked by Syspeace if Syspeace is set to follow the Global

The Global Blacklist is effective against current attacks as they happen. For this reason, you can keep a
number of days of Global Blacklist items to follow. Set this number to 0 to disable the Global Blacklist. As
you change the number of days, the table listing the current known Global Blacklist will dim, showing
which items will not be included. When you are done, click Save to save the setting or Cancel to revert.

Column Description \
IP address The IP address that will be blocked.
Score A severity indicator. Calculated as:

number of affected customers x 10 +
number of computers x5 +

number of blocks

Hostname The hostname, as determined by a reverse DNS lookup on the IP address.

Location The geographic location of the IP address, if known.

Blocks The total number of times this IP address has been blocked across all of
Syspeace’s customers.

Customers The total number of customers (Syspeace accounts) that have blocked this IP
address.
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Computers The total number of computers that have blocked this IP address.
Last updated When this item was last updated.

IP lists —» GeolP data overrides

Add more authoritative data to the IP-to-country database used by Syspeace

IP address: || | {Use an IP address, IP range or a CIDR. mask.)
Description: =
Country: | Choose country... T| Add
4.3.6.7 i= Sweden
Rename Delete
Database information: MaxMind database Geolite2-Country 2018-11-21 Latest update check: 2018-11-22 14:03:20

GeolP data is used to map an IP address to a country. If you have authoritative data for where an IP
address or IP range is located, you can enter it here. (Note that overrides are not effective retroactively
and will not undo any blocks resulting from Country rules.)

Enter an IP address or range, add a description if necessary, choose a country by clicking Choose
country..., selecting a country and clicking Choose, and click Add to add this data to the overrides.

Select an IP address or range in the list and click Delete to remove it from the overrides, or click Rename
to change its description.

At the bottom, the current version of the IP address-to-country database and the date of the latest
update check are listed. Syspeace automatically performs a recurring check for updates to the database
and upgrades to a new database when necessary.
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Blocks and Analysis — Live blocks

The IP addresses currently being blocked

Show global blacklist blocks (17 blocks)

(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global) Select a block to see details.
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)
(blacklisted, global)

)

(blacklisted, global
(blacklisted, global) This causes Syspeace to ig.nore all previous E"-l'id!:?ﬂCE that would cause a
(blacklisted, global) ban. The IP address can still be subject to a ban in the future. Temporary
acklisted, globa exceptions can not be made for IP ranges or blacklisted IP addresses.
(blacklisted, global)

(blacklisted, global) Make permanent exception in whitelist

Make temporary exception

Adds the IP address or range to the whitelist.

The live blocks panel shows the currently active blocks. (The screenshot has been altered to remove any
addresses.)

When a block is selected, the reason for the block is shown to the right, including detected intrusion
attempts. Global blacklist blocks are hidden by default, but may be shown by checking Show global
blacklist blocks.

Non-blacklisted blocks can be temporarily reset by selecting a block and pushing Make temporary
exception. This makes Syspeace disregard all previous evidence to a block. If the IP address “earns” a
block again, it will be blocked again.

Any block can be added to the whitelist by selecting it and pushing Make permanent exception in
whitelist. This should be used with caution as this exception does not expire and as the affected IP
addresses will be unable to be blocked until removed from the whitelist.
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Blocks and Analysis — Live observations

See login attempts as they are detected by Syspeace.

IP Date Success  Origin Account Extra Country
2018-11-23 184510 Mo Windows login syspeacetester 3 - Network [ 7] Internal ade
2018-11-23 164510 Mo Windows login syspeacetester 3 - Metwork [ 7] Internal adc
2018-11-23 1&:45:08 Mo Windows login - syspeacetester 3 - Metwork [ 2] Internal ade

The live observations panel shows login attempts as they are detected by Syspeace.

The login attempts shown are only the login attempts that have arrived in Syspeace since the settings
window was opened. Login attempts detected by Syspeace before the settings window was opened are
not listed.

At most 35 login attempts are shown. When more login attempts arrive, older login attempts are
dropped.
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Blocks and Analysis — Access log

Show the login attempts recorded by Syspeace.

Within date range: | 2018-11-16 | - |2|:'1E\"|'|'23 | matching conditions: | Add condition = |

Success: (® Failed () Successful () Both
Uszer name: |User 8 []isnot
10 results | Export shown data | | Charts |

Comman info Windows login

Type Account |P Date and time Success Country Windows domain name

Windows login | User8  192.168.111.1 2018-11-1818:3%03 Failure [Z] Internal address  TestDomain

Windows login | User8  192.168.111.2 2018-11-1818:21:03 Failure [Z] Internal address  TestDomain

Windows login | User 8 192.168.111.1  2018-11-18 18:18:49 Failure  [Z] Internal address  TestDomain

Windows login | User8  192.168.111.6 2018-11-1817:56:37 Failure  [Z] Internal address  TestDomain

Windows login | User8  192.168.111.2 2018-11-1817:42:58 Failure [Z] Internal address  TestDomain

Windows login | User8  192.168.111.2 2018-11-1817:30:32 Failure  [Z] Internal address  TestDomain

Windows login | User8  192.168.111.6 2018-11-1817:27:40 Failure  [Z] Internal address  TestDomain

Windows login | User8  192.168.111.3 2018-11-1817:14:40 Failure  [Z] Internal address  TestDomain

Access log shows the login attempts recorded by Syspeace. These attempts are stored as part of
Syspeace’s operation and may be informative to understand why a block has been made. Login attempts
will not be retained for more than six months, so this is not an archival system.

Beyond choosing a date range and clicking Search to show the login attempts in that range, conditions
can be added to narrow down the search. For example, the screenshot shows a Success condition
(provided by default to narrow the search down to failed logins). More conditions can be added from
the Add condition button’s menu. For example, the User name condition has been added in the
screenshot and set up to match users that do not have the user name “User 8”. Individual conditions can
be removed with their respective Remove button.

Syspeace disables adding conditions that will be incompatible, such as searching for a Windows logon
type and also for an SMTP connector, since no login attempt will have both of these filled in.

The login attempts shown in the list can be exported to a CSV file by clicking Export shown data.

Histograms describing the distribution across days in the month, weekdays and hours of the day can be
shown by clicking Charts. When viewing the charts, click Back to the data to return to the list.
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Blocks and Analysis — Access report

Show logon attempts recorded by Syspeace. (194 records read)

|2D1g-11-15 HED18-11-23 | IP Country Date Success Origin  Accounm Extra

Include login: [ ] Successes |« Failures

¢ 192.168.111.6 (10)
4 192.168.111.3 (9)
Uzer & (6)
Uzer 8 (6)
Uszer 1 (4)
Uszer 2 (4)
User 4 (4)
Uszer 9 (4)
User 0 (2]
Uszer 3 (2)
Uszer 5 (2)
¢ 192,168.111.5 (9)

Group by: | IP, account -
Group number; | Account count W
Group order: | Account count ¥

Account order: | Account log count Export to CSV file

The Access report tab is another tool to use in order to get information about who is accessing your
system.

In order to fully understand the advantages and possibilities of this tool, we must master the selection
area, the left column with the IP addresses that is shown in the example above and the selection boxes
below that. For the purposes of illustrations, we will use fake account names and local IP addresses.

Let's go through the settings:

Group by: describes how the information (IP addresses and Accounts) are shown in the table. It can be
either "IP, account" or "Account, IP". With the settings in the above example, we see a main list of IP
addresses that have failed to login to our system and if we open that IP address, we see all accounts that
that IP address tried to log in to.

By changing the Group By to read "Account, IP" instead, we get the following result:
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Show logon attempts recorded by Syspeace. (194 records read)

|zn1g-11-15 Hzmg-ﬂ-z} | IP Country Date Success Origin Accoun Extra

Include login: [ ] Successes |« Failures

4 User (6]
192.162.111.1 (6)
192.168.111.2 (4)
192.168.111.3 (4)
192.168.111.4 (4)
192.168.111.5 (2)
192.168.111.6 (2)

i User 2 (6)

- User 4 ()

i User 3 (6)

b Userd (6)

¢ User 3 (3)

Group by: | Account, IP w
Group number: | IP count w

Group order: | IP count v

IP Address order: | IP Address log cound ~ Export to CSV file

It is now possible to analyze which accounts are getting hits from what IP addresses instead.

The next settings "Group number:" reads "IP Count". That means that the number after the account (6
after the account "User 1" in the above list) represent the number of IP addresses that you find when
you open the account and see the IP addresses, as in the example.

All IP addresses also have numbers after them, that is the number of attempts that that specific IP
address have tried to access the system using the account "User 1". From the example above, note that
IP address "192.168.111.1" have tried to log in to our system using "User 1" as a user name 6 times.

If an IP address is in the global blacklist, there is also a number in brackets (like "[41]") telling us that this
specific IP address has been visiting, and been blocked by, 41 computers in total running Syspeace.

With this setting, you can find out how many IP addresses that have tried to log in using the same
account. There are 6 IP addresses that have tried to login to the account "User 1" at the top of the list.
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If we change "Group number:" to read "Log count" instead, we get the following result:

Show logon attempts recorded by Syspeace. (194 records read)

|2[:|1g-11-15 Hzmg-ﬂ-z} | IP Country Date Success Origin Accounm  Extra

Include login: [ ] Successes |« Failures

b User 2 (24) ”
i User & (24)
b User 8 (24)
4 User1(22)
192.168.111.1 (8]
192.168.111.2 (4)
192.168.111.3 (4)
192.168.111.4 (4)
192.168.111.5 (2)
192.168.111.6 (2)

b Userd (22)
b User 3 (20) .
Group by: | Account, IP v
Group number: | Log count -
Group order: | Log count v
IP Address order: | IP Address log couni ~ Export to CSV file

Note that the account list is sorted not after the number of IP addresses, but rather after the number of
times that account have been accessed from the IP addresses. The number 22 is the sum of
6+4+4+4+2+2.

With these settings you can find out how many attacks each account has been the target of.

Page 37 of 53



Syspeace manual Syspeace v3.1.5

Change Group order to "Account name" and the main list is sorted by account name.

Show logon attempts recorded by Syspeace. (194 records read)

|2[:|1g-11-15 Hzmg-ﬂ-z} | IP Country Date Success Origin Accoun Extra

Include login: [ ] Successes |« Failures

b User0(14) ”
b User 1 (22)
4 User 2 (24)

192.168.111.6 (8)

192.168.111.7 (6]

192.168.111.3 (4)

192.168.111.4 (4)

192.168.111.1 (2)

192.168.111.5 (2)

i User 3 (14)
i Userd (18)
b User 3 (20) N
Group by: | Account, IP w
Group number: | Log count -
Group order: | Account name ¥
IP Address order: | IP Address log couni ~ Export to CSV file

With this setting you will easily find a specific account.
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Account order tells us how the list of IP addresses under the account is sorted. Currently, the list of IP
addresses is sorted by the number of login tries each IP address have done on that account. Changing
"IP Address order:" to "IP Address" will sort the list in order of IP address and present the following
result:

Show logon attempts recorded by Syspeace. (194 records read)

|2D1E"11'15 H2D18-11-23 | IP Country Date Success Origin Accounm  Extra

Include login: [ ] Successes |« Failures

b User0(14) ”
b User 1 (22)
4 User 2 (24)

192.168.111.1 (2)

192.168.111.3 (4)

192.168.111.4 (4)

192.168.111.5 (2)

192.168.111.6 (8)

192.168.111.7 (6]

i User 3 (14)
i Userd (18)
i User 5 (20) N
Group by: | Account, IP v
Group number: | Log count -
Group order: | Account name ¥
IP Address order: | IP Address e et io R
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Management — System settings

System settings, version information and logging

Verzion information
This version: 3.0.7.0
Latest version: 3.0.1.0

Go to syspeace.com for downloads and information about coming updates,

Options
Loegging: ) On (& Off About logging...
Blocking provider: Automatic selection ¥ | About blocking providers..

@ Remote Status: Allow Remote Status @ connected

| Open Logs folder Cancel Save

The System settings panel shows the current version number, the version number of the latest
downloadable version and the logging setting.

Logging saves debug information about what Syspeace is doing to a log text file. The only reason to
enable logging is if you are having problems. The log file can be useful to Syspeace support in the
support process.

In System settings, you can also control the blocking provider. The blocking provider is the part that
turns Syspeace’s blocks into actual blocks. There are three blocking providers:

= The Windows Firewall with Advanced Security blocking provider uses the Windows Firewall in
Windows Server 2008 and later. This is recommended in most cases.

= The IP Security Policy blocking provider uses the IP Security Policy in Windows Server 2003 and
later. If other security software manages the Windows Firewall and ignores Syspeace’s blocks,
this option can still work.

=  The Dry run provider does not actually do anything to turn the blocks Syspeace produces into
actual blocks. This can be handy during evaluation to see which blocks Syspeace would have
made, but should not be left running. For this reason, prominent Dry run badges will be shown
in the Settings and Main windows.

We recommend the default setting Automatic selection, which uses the best choice available.
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Remote Status

You can enable Remote Status by checking the box Allow Remote Status and restarting the Syspeace
service. If Remote Status is enabled, you can see the status connecting to the server to the right and see
more detailed information about the connection by clicking Connection info.

Remote Status connection info

Relay selector server:  r.rs.syspeace.com Certificate
Relay server: rl.rs.syspeace.com Certificate
Round-trip time: Measure

In the connection info window, the Relay selector server and Relay server hostnames are shown and
their certificates can be shown by clicking the corresponding Certificate button. The round-trip time (the
time it takes to send a message to itself and receive it via the Relay server) is also measured and
displayed, and can be re-measured by clicking the Measure button.
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Management - Mail settings

Configure the SMTP settings used for sending report mails and messages

SMTP settings

Haost:

Port: |23 Uze TLS/55L: | Don't use TLS/55L

Uszername:

Password:

Send from: {email address)

Mo senver Cancel | | Save

Send a test message

Send to: Send test mail

The Mail settings panel is used to configure the SMTP server used by Syspeace to send messages.

Supply the details of your SMTP server in the text fields. “Sent from” will be the address that the
messages are all sent from. Depending on your SMTP server configuration, you may need to pick an
address in your domain for the SMTP server to allow the messages. If using an Exchange Server with
Windows Integrated Authentication, you may need to provide the Windows domain name in the
Username field, in the form “DOMAIN\user”.

Click Save to save the SMTP server settings or Cancel to discard the changes. Click No server to reset the
SMTP settings to not point to an SMTP server.

Use the Send a test message group to send a test mail message. The mail will be sent using the currently
entered SMTP settings, which may not correspond to the saved SMTP settings.

Once you've entered the SMTP server details, you may configure which messages to send using
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Management — Messages

Enable or disable reports to be sent on certain events

Mo reports will be sent until SMTP settings have been entered. | SMTP settings...
Administration
Send license info to: Send test mail
Send start and stop info to: Send test mail
Block alerts
Send email when block is added: Send test mail
Send email when block is removed: Send test mail
Recurring reports
Send daily reports to: Send report now
Send weekly reports to: Send report now
Separate multiple email addresses with semicolons,
Cancel | | Save

Configure which reports to send by entering the recipients of a report in its text field. Click Send test
mail to send test mails to the recipients currently entered. In the case of daily and weekly reports, click
Send report now to send an actual report.

You may enter multiple email addresses for each report. Click Save to save the report settings.
Syspeace will send mail under the following circumstances

e Syspeace is started or stopped

e Syspeace has a problem contacting the license server
e License is about to expire

e Syspeace will add or remove blocks

e Daily and weekly reports
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Management — License

The status of your account and the server’s license

License information

License number: | Copy license number |
Registered to: Mext license change:
Used licenses: Last checked:
Available licenses: Status:
This server
Host Last seen Status Token expires  Version
License trial/grace pericd 3.0.7.0

Other servers using this account

Host Last seen Status Token expires Version

Reset license... Buy licenses...

The License panel shows information about the server’s license status and the other servers on this
account, as of the last time the license was validated with Syspeace. This is not a real-time display.

This information is present in the server tables: (the screenshot has been altered to remove any
addresses)

Column Description ‘
Host The name of the server.

Last seen When the server last validated its license with Syspeace.

Status The server’s current license status.

Token expires When the license right will be renewed next time.

Version The version of Syspeace running on the server.

To buy licenses from your reseller’s license site or from the Syspeace Licenses site, click Buy licenses.

To disassociate your server from the current Syspeace account, click Reset license. The Syspeace service
must be stopped and you will be asked to confirm this. You will need to restart Syspeace after this
happens. Your server’s license use right will not be automatically revoked; it can be manually revoked in
the Syspeace Licenses site.
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Management — Export settings

Export settings to an XML file for use bringing up other Syspeace clients.

Include the following settings: | Check all | Check none

Settings
[ ] Remote Status participation
[ Mail settings
[] Blocking provider
[] Detector settings
[] Legging
[ ] Reset on success
[] Coalesce repeated Windows login network successes
[] Traffic-based Remote Desktop/Terminal Services IP detection
[ ] Global Blacklist
[] Messages

Rules

[] Windows login rules
1 SRATD Evrhanna rlar

[] Include license key for use by new installations

For instructions on how to apply these settings to another Syspeace client, please see the

Export settings to fil . . . : .
Hport settings fo e "Using a settings file to configure Syspeace” section in the Syspeace manual.

The Export settings pane is used to export all or some settings to a file which can be used to reconfigure

The settings that are included (checked) will overwrite the corresponding settings on the target
Syspeace installation completely, such that the corresponding setting or settings pane will look exactly
as it looks on the source Syspeace installation when the settings were exported.

Block or login attempt history are not settings and will not be exported.

The following is exported:

Remote Status participation The state of Remote Status participation. See the Management =

Mail settings The settings required to send mail messages. See the Management -
Mail settings pane.

Blocking provider Which blocking provider to use. See the Management - System
settings pane.

Logging Whether or not logging is turned on. See the Management - System
settings pane.

Reset on success, Whether or not the corresponding settings is turned on. See the Rules

Coalesce repeated Windows - General pane.
login network successes,
Traffic-based Remote
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Desktop/Terminal Services
IP detection

Global Blacklist

For how many days the Global Blacklist is tracked. The Global Blacklist
entries are not exported since they change continuously. See the /P

Messages

Detector rules
(Windows login rules etc.)
Country rules

The rules for the various detectors or country rules. The rules on the
target Syspeace installation will be removed in favor of any rules in
the source Syspeace installation.

Local blacklist

Whitelist

GeolP data overrides

pane.

Include license key for use
by new installations

The license key for the Syspeace license. Will not be adopted by
Syspeace installations that are already using another license key.

When you have checked the settings you want to export, push Export settings to file to produce a

defaultSettings.syspeaceSettings file.
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Troubleshooting
If Syspeace seems to be malfunctioning or you believe there is an error somewhere, please start with
these steps:

an alternative way of blocking.

(If Syspeace can detect that the Windows Firewall is managed by other software, it will
automatically use IP Security Policy if the Blocking provider is set to Automatic selection; if not,
the Blocking provider will need to be changed manually.)

Syspeace will warn when you start the Syspeace service from the client, there are enabled
Windows login detection rules and it can’t verify that the auditing is enabled.

3. Verify that the server can reach https://s.syspeace.com/. (You can try this by browsing to
https://s.syspeace.com/Ping.) If not, allow Syspeace access to https://s.syspeace.com/ (port
443) in any applicable firewall or antivirus software.

4. In some instances, when running Terminal Server or Remote Desktop Services, Windows Server
itself fails to log the source IP address of the login attempt (you can verify this by checking the
Windows event log and look for Source Network Address in events with event ID 4625). This
happens in Windows Server 2008, 2008 R2, 2012 and 2012 R2 when using Negotiate/SSL
security and not RDP Security Layer.

Syspeace will attempt to pick up the IP address from other relevant logs automatically in
Windows Server 2012 and 2012 R2, and in Windows Server 2008 and 2008 R2, the setting

way to tell what to block.
5. Verify any proxy settings, if applicable.

The Syspeace service runs as the local System account; Group policy objects setting a proxy
server where each account is intended to authenticate as itself with a domain identity will be
problematic and an exception should be made.

6. Some methods of Windows authentication attempt to log in several times. Two failures may be
part of one log in attempt. Syspeace has no way of knowing how many attempts were intended
and has to work with the actual failures. Due to counting failures instead of attempts, rules may
be triggered seemingly ahead of time.

7. One way of quickly verifying functionality is to use a workstation (not whitelisted) and attack
your server with the net use command from the command prompt. Login attempts should show
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tries defined in the current rules, the workstation should be blocked from communicating with
the server.

Example of the command:

net use * \\server name or server IP address\anyshare /user:syspeacetester "anypassword"

logging and start the service.
The log file is created in a subfolder of the Syspeace installation folder.

Contact

Please send any questions or thoughts to support@syspeace.com.
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Appendix A: Syspeace Setup Wizard step by step

Welcome
i Syspeace =l -

Welcome to the Syspeace Setup Wizard A

The ingtaller will quide vou through the steps required toingtall Syzpeace on vour computer.

"WARMIMG: Thiz computer program is protected by copyright lave and international treaties.
IInautharized duplication ar digtribution af this program, ar any partion of ik, may result in severe civil
ar criminal penalties, and will be prozecuted to the maximum extent pozzible under the law.

Press Next to continue.

Syspeace v3.1.5
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License Agreement

i, Syspeace =l -

License Agreement el

Pleaze take a moment to read the licenze agreement now. If you accept the terms below, click "
Agree'’, then "Mext". Othenwize click "Cancel".

iEM:}—USER LICENSE AGREEMENT FOER. SYSPEACE -
(SOFTWARE PRODUCT)

IMPORTANT PLEASE EEAD THE TERMS AND CONDITIONS
OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
CONTINUING WITH THIS PROGRAM INSTALL: Treetop
Innovation AB End-User License Agreement ("EULA") is a legal

agreement between vou (either an individual or a single entity) and v
(® | Do Mot sgres ()| igree
| Cancel | | < Back | Mest >

Press Cancel if you do not agree with the license agreement. Syspeace will not be installed.

Press Next if you agree with the license agreement.
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Select Installation Folder

Select Installation Folder m!

The installer will install Syzpeace to the following folder.

Toinztall in this folder, click "Mext". Taoinztall to a different folder, enter it below or click “'Browse'".

Folder:
C:AProgram FileshTreetophSuzpeace’, Browsze. ..

Dizgk. Cogt...

Select the folder to install Syspeace into using the Browse button, or by manually entering the path to a
folder.

You may not use a folder based in a network share or a drive hosted on the network.

Press Next to start the installation.
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Installing Syspeace

Installing Syspeace

Syzpeace iz being installed.

Pleaze wait...

Cancel

Wait until Syspeace is installed or press Cancel to abort the installation.

Page 52 of 53



Syspeace manual Syspeace v3.1.5

Installation Complete

Installation Complete

Syzpeace haz been successfully inztalled.

Click "Cloge" o exit.

Pleaze use Windows Update to check for any crtical updates to the MET Framework.

Press Close to exit the installer.
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